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Challenge:

Result:

- online service mmlels
need to be revised etc.

Problem:
- -

“the public’s awareness of dat2
protection is alarmingly low in
the EU”
@
”considerable gaps in the
general awareness”
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| Yes, we know now! I

hat does “data protection” mean?

- It is about the right to privacy when our personal data are processe(
- belongs to every natural person

» the right to control and decide how (autonomy)
» the right to know how

» the right to live your life without undue interference
(confidentiality in all communications, regulated by law)

» the right to be evaluated on the basis of correct
and relevant information

» the right to know what criteria automatic decision-
making systems are based on

the right to trust data security = secures other rights ]

»
@ » the right to receive assistance from independent

authorities

- » the right to be treated in accordance with all other
ic ri racy)

Why all these rights?

We need these rights so that:

our autonomy is respected

our honour is respected

v v v v v

b

our human dignity is respected

we will not be discriminated against

our equality as citizens is secured.

Whose job is it?
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Whose job is it?

PUBLIC ADMINISTRATION AND NGOs

Data protection is

- part of basic and human rights
- part of civic skills

- part of education

responsibilities:
- to allocate the resources
- to prevent the discrimination
(young people/old people)
- to support civic activities
- control
- transparency
- openness
- publicity, informing the citizens/members
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Whose job is it?

CONTROLLERS

Controllers are bound by Articles 10 and 11
in the data protection directive to provide
data subjects with necessary information

- co-operation is strategically important
- codes of conduct (monitoring!)
- in-house data protection supervisors
* training!
* adequate and legal systems, inspections

* information

» responsibility of the senior management!
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Whose job is it?

MEDIA

Data protection and other interests easily
conflict

- media is often more interested in bad
than in good news

» challenge: to attract media interest in
the undeniably positive aspects of data
protection

In Finland:

- obligation of all public authorities to
draw up and implement a publicity plan
and to use the available media in this
(mainly the Internet)
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Whose job is it?
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TECHNOLOGIES

- Could technology be useful in increasing
public awareness of data protection?

> YES!

Privacy enhancing technologies aim at
promoting and securing privacy. PET
inherently includes features that increase
its users’ awareness of privacy protection

Suggestion:
mobile phone and system manufacturers

could introduce an icon for location
services which would show on the screen
whenever a locating process is underway.
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Conclusion:

number of contacts made to

he DPO will increase due t
A

The right of citizens to receive
good service needs to be secured! ¢—

Yes, we are interested in our rights...

OVlllg awareness

increasing
publicity
and
demand
for it causes
COSTS!

» Authorities
must have
adequate
human and
financial
resources

ensured by

the
government




