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Counteracting Privacy Violations
on the Internet

Hansjürgen Garstka
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and Freedom of Information
State of Berlin, Germany

The Berlin-Budapest 
Memorandum of 1996

What happened?

1. Information on risks
2. Legal framework

3. International cooperation 
governing data protection 

on the Internet

4. International Oversight 
Mechanism
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5. Telecommunications secrecy
6. Technical means 
to improve privacy

7. Secure encryption methods
to become and remain 

a legitimate option 
8. Privacy Seals 

9. Principle of Anonymity 10. Self-regulation 
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Additional Commandments

• Data austerity
• Opt in and opt out


