
RFID: Will you wear it?

@ a glance…

RFID is a wireless identification technology that allows people and things to be tracked individually

Supporters believe it will revolutionise consumption through the widespread tagging and tracking of retail items, citing enhanced stock availability and product traceability 

But critics foresee an invasive surveillance society, where people are tracked through the tagged products they buy or even the tags they implant in themselves

So far, the technology has been developed and implemented largely without the knowledge or participation of consumers

The UK’s National Consumer Council is calling on data protection authorities to issue guidance on RFID and on governments and industry to address consumers’ concerns

It is a warm August morning in 2010. You arrive early at your local gym. Passing through the reception, you run your wrist over a scanner and enter the changing rooms. 

An hour later and you’re on a train to work. You’re late. You finally arrive and race towards the station’s exit barriers. They automatically open. But you’ve forgotten to bring a birthday present for a colleague. You dash into the local supermarket, grab box of chocolates and run out again, hearing only a faint bleeping noise as you pass through the door.

Such is the potential of RFID, a wireless identification and tracking technology that recognises things and people (including their credit cards). Promoted as the bar-code’s most likely successor, the technology came to prominence over half a century ago, when used in military aircraft ‘friend or foe’ identification systems. Since then, it has been used in staggeringly diverse applications, from tracking cattle in Italy and lobsters in the Gulf of Maine to collecting tolls and allowing consumers to pay for petrol without stopping. 

The technology is, however, hugely controversial. While supporters believe RFID will revolutionise consumption, critics have argued that it will ‘enslave humanity’. So why has RFID caused such concern? To unravel this debate, we need first to look at how the technology actually works. 

How RFID works

RFID uses tags containing microchips with antennae, which can be embedded in things, built into packaging or attached as labels. These chips broadcast a unique number when woken up by a scanner’s radio signals. This allows each product to be identified and tracked individually, unlike bar-codes which use generic product codes.

Passive tags can be as small as a grain of sand and have no batteries (so they are powered by a scanner’s signal, from up to 5m away). Larger tags have their own power and a greater transmission range. All tags, again unlike barcodes, do not require a line of sight to be read, so the entire contents of a lorry (or a supermarket trolley) could be scanned at the same time. 

Interestingly, these chips can be inserted in people. The Baja Beach nightclub in Barcelona already offers to ‘chip’ customers so they can pay for drinks without carrying cash. A chip is injected into a customer’s upper arm, bar staff scan the arm and the scanner links the chip’s number to the balance on the customer’s account. The bill is then paid automatically.

The debate

Linking chips to people is the key to understanding the current debate about RFID in retail. Prices for chips are falling and this has unleashed the technology’s potential. While the cost of tags in the past limited their use largely to tracking pallets of goods in the supply chain, now technologists hope RFID will galvanise the growth of ubiquitous computing through item-level tagging. 

Such ambitions are intensely contentious. The advent of item-level tagging has conjured visions of an invasive surveillance society, where people are tracked through the tagged products they buy or carry or even the tags they implant. 

The US pressure group CASPIAN (Consumers Against Supermarket Privacy Invasion and Numbering) has led a growing backlash against RFID. Launching a series of boycotts against trials of RFID (and following Benetton’s trials of washable tags in clothing), they announced they ‘would rather walk naked than wear clothes that have been tagged.’

Nevertheless, such opposition has yet to derail the RFID train. The technology is promoted widely and retailers are experimenting with RFID more intensely than ever. Walmart, the world’s largest retailer, has told its top 100 suppliers to use RFID by 2005. In the UK, several retailers (including Marks & Spencer) have trialled the technology, many funded by the Home Office’s Chipping of Goods initiative.

At the National Consumer Council in the UK, we have followed this debate with increasing interest, ever since our own research on consumer futures early in 2003 identified RFID as an issue of consumer concern. In February this year, we organised the first summit1 to discuss the future of RFID in retail. We wanted to know whether RFID would, in fact, ‘enslave humanity’. Would we see chips with everything?

What we found 

While RFID should not be under-estimated, on the evolutionary scale it is probably still a spotty adolescent. Technological glitches do exist - as one summit participant put it: ‘At the moment, the technology is at minus five years.’

Even so, some technologists do believe that RFID will be used much more extensively over the next five to ten years. Certainly, RFID can be used in positive ways. In healthcare environments, for instance, applications include tagging vital equipment so that medical staff can locate it easily. In retail, RFID offers enhanced stock availability and product traceability. Future applications might even be developed to provide consumers with better information on products and to positively enhance privacy, by providing opportunities to make choices or offer real-time access to their data.

That said, we are still some way from a halcyon future. We need to address RFID’s potential risks now.

Potential risks

RFID will challenge consumer privacy and security, unless concerted action is taken. If chips are embedded in everyday items (from clothes to credit cards, mobile phones to medical bracelets), we need to think seriously about what that means and how we can best protect ourselves. To take the example of scanner-enhanced mobile phones, which are already on the market: could tag codes be broken so people could read the tagged items we have, wear or carry by pointing their mobiles at us? Would that make theft, fraud or even burglary easier?

The advent of common tag standards and readers has brought claims of inter-store tag recognition and widespread tracking, but stand-alone applications already exist that have caused concern. Readers who are familiar with London’s public transport system will recognise Oystercards, the RFID-enabled plastic season and pre-paid tickets that are being rolled out across the network. When these cards are used, customers’ personalised journey details are logged on a computer and kept for two months. No such database existed in the past, and few Londoners know of it. Few people also know about the possibility of chipping people – is that a legitimate use of the technology?

Worryingly, our summit found that it was unclear whether existing law would protect consumer privacy adequately. In the UK, some retail uses of RFID may concern consumers but not involve their personal data so the Data Protection Act would not protect them. Outside Europe, levels of legal protection will vary considerably. Health is also a potential issue here – consumers need reassurance that scanners’ radiation levels are safe.

And what should we make of claims that RFID will make shoppers’ lives easier – check-out queues will be a thing of the past as a more efficient consumer experience beckons? Will increased automation alienate some consumers? Will retail jobs be lost, as staff are replaced with chips? The technology so far has been developed and implemented largely without the knowledge or participation of consumers. We need look no further than the history of genetically modified food to see the dangers of that.

Beyond stores, the information RFID collects could be used to profile consumers more efficiently and that might impact adversely on disadvantaged consumers. Consumers perceived to be less commercially attractive than others could be offered a less favourable service, reinforcing existing exclusion. This does raise complex policy issues, issues we are currently exploring in a book on the personal information economy (which will be entitled The Glass Consumer).

Our proposals

To date, RFID has raised many questions – it is now time to develop effective responses. We are calling on government, regulators and business to take action now. In summary, we believe that:

· Data protection authorities should investigate RFID and issue guidance on its use;

· Industry needs to provide convincing evidence of genuine consumer benefits from RFID, build privacy protection into it and develop applications that work for consumers; and

· Both industry and government must pay real attention to consumer concerns, by investing in consultative processes to inform policy and build consumer literacy and trust.

RFID is a technology that is unlikely to go away. It raises profound questions about the kind of a private life we want and ultimately the society we want to live in. If, as Chekov wrote, “all personal life is nested on secrecy”, RFID throws down a challenging gauntlet to us all.

Dr Susanne Lace is Senior Policy Officer at the National Consumer Council, UK

(s.lace@ncc.org.uk)

1  A report of the summit, ‘Calling in the chips?’, can be downloaded at ncc.org.uk/technology/index.htm







